
 

 

 
 
 
 
 

 

Computer Science: Cybersecurity Year 9  Term  5 

 

All organisations using 
and storing data must 
abide by the following 
principles 

 

 

 

 As a data subject 
 you have the right 
 to find out what 

information the government and 
other organisations store about 
you. 

Data Protection Act (2018) 

The Computer Misuse Act (1990) and its amendments were created 
so that unauthorised access to computers and crimes committed using 
a computer could be prosecuted. The act is based on three principles 
and makes the following actions illegal: 
      

The Computer Misuse Act  (1990) 

Unauthorised access to digital/computer 
material. This means a person asking a 
computer to perform any function with the 
intent of accessing anything on the computer 
for which they do not have permission, and for 
which they know they do not have permission. 

Punishable by up to two years 
in prison and a £5,000 fine. 

Unauthorised access to digital/computer 
material with intent to commit or facilitate the 
commission of further offences. This means a 
person gaining access to a computer without 
permission in order to commit another crime or 
to enable someone else to commit a crime.  

Punishable by up to five years 
in prison and an unlimited fine 
determined by the damage 
caused and the severity of the 
crime. 

Unauthorised acts with intent to impair, or with 
recklessness as to impairing, the operation of a 
computer. This means a person intentionally 
impairing the operation of any computer or 
program, or intentionally preventing access to 
any data or program on any computer. This 
includes creating or supplying materials that 
could be used to carry out this offence.  

Punishable by a prison 
sentence of up to ten years 
and an unlimited fine, but if the 
act puts life at risk or 
endangers national security, 
the sentence may be 
extended to life imprisonment.  

Principles Legal Actions 

Social engineering is a set of methods used by cybercriminals to deceive 
individuals into handing over information that they can use for fraudulent 
purposes. 

How might a hacker use the data you submitted? 

 Name of first pet 
 Favorite colour 
 Mother’s maiden name 
 Favorite band or artist 
 Date of birth 
 Name / Email address 

 
 
Shouldering (also known as shoulder surfing) is an attack designed to 
steal a victim's password or other sensitive data.  It involves the attacker 
watching the victim while they provide sensitive information, for example, 
over their shoulder. This type of attack might be familiar; it is often used to 
find out someone's PIN at a cash machine. 

Social Engineering 

A phishing attack is an attack in which the victim receives an email 
disguised to look as if it has come from a reputable source, in order to trick 
them into giving up valuable data.  The email usually provides a link to 
another website where the information can be inputted. 

Phishing: Key indicators of a phishing email 

 Unexpected email with a request for information. 
 Message content contains spelling errors. 
 Suspicious hyperlinks in email: 

 Text that is hyperlinked to a web address that contains 
spelling errors and/or lots of random numbers and 
letters. 

 Text that is hyperlinked to a domain name that you don't 
recognise and/or isn't connected to the email sender. 

 Generic emails that don't address you by name or contain any 
personal information that you would expect the sender to know. 

Phishing Attack 

Denial of service attack (DoS)  This is a cyberattack in which the criminal makes a network 
resource unavailable to its intended users.  This is done by flooding the targeted machine or 
website with lots of requests in an attempt to overload the system.  
 
Distributed denial of service attack (DDoS)  
This uses the same concept as a DoS attack, but this time it is multiple computers making 
the attacks at the same time. 
It is a lot harder to: 
 Stop the attack by simply blocking a single source. 
 Identify who is responsible, as lots of machines are making requests, many of them 

because they are infected by malware. 
 

Brute force attack 
This is a form of attack that makes multiple attempts to discover something (such as a 
password).  

Blagging 

Blagging 
Blagging (also known as pretexting) is an attack in which the perpetrator 
invents a scenario in order to convince the victim to give them data or 
money.  

Hacking in the context of cyber security is:  Gaining unauthorised access 
to or control of a computer system 

Why might people want to hack?  

 To steal data 
 To disrupt services 
 For financial gain 
 For political reasons (espionage and activism) 
 For fun (planting the flag) 
 For ethical reasons 

Typical actions of malware include deleting or modifying files.  

Spyware - secretly monitors user actions, e.g. key presses, and sends information to the 
hacker. Some spyware can even use your webcam without your knowledge.  

Viruses - spreads through normal programs and might slow down your device or change your    
applications and documents. 

Worms - spread from device to device and copy themselves hundreds of times.  A worm 
might copy itself onto your email account and then send a copy to all of your email contacts!  

Trojan horse - pretends it will be a useful and safe program, when actually it will try to attack 
your device.  

Adware - displays adverts while it is running; some can serve as spyware, gathering 
information about you from your hard drive, the web sites you visit, or your keystrokes. 

Internet bots  
Bots are automated programs that perform tasks repeatedly. 
Bots are a crucial part of the internet’s infrastructure and perform useful tasks such as: 

 Finding new websites for search engines to index 
 Providing customer service online (chatbots) 
 Monitoring the prices of items to find the best deal (shopbots) 

Malware 

Bots 

Firewalls check incoming and outgoing network traffic. It scans the data to make sure it 
doesn’t contain anything malicious and that it follows the rules set by the network.  

Anti-malware is software that scans any file that is able to execute code.  The anti-malware 
will have a list of definitions of sequences of code that they are aware are malicious.  If the 
code in your files matches the definitions, the files are quarantined.     

Auto-updates refers to software that automatically checks for available updates for the 
software you have on your computer. Once it finds an update, the software can be set either 
to alert the user or to install it automatically.  This software is often included with an operating 
system. 

User permissions - users on a network can be put into groups, with each group having a 
unique set of privileges, such as:  which network drives they have access to, their read/write 
permissions, which printers they are able to use, what software they can use and which 
websites they are allowed to access. 

Protection 



 

Modelling  

A program which has been developed to mimic a real 
life system. Spreadsheets use mathematical formulas 
and calculations to predict what is likely to happen 
based on data recorded about what actually did 
happen in the past. Software includes Microsoft Excel 
and Google Sheets. 

Cell  One box on a spreadsheet. A group of cells together 
is called a range. 

Range A group of cells that are next to each other, e.g. 
A2:B6. 

Label This is a piece of text that explains what the data in 
the cell next to it represents. 

Absolute cell 
reference 

Refers to a specific cell and doesn’t change when 
copied to other cells using the fill handle. E.g. $D$3 

Chart 

A picture of data made from a range of cells. There 
are lots of types which are useful for different 
reasons, e.g. pie, line, scatter, area, radar, bar, radar 
etc. 

Row 
A group of cells 1 cell high going across a worksheet. 
In Excel, these are the numbers down the left side of 
the page. 

Active cell 
The currently selected cell. It has a thick black line 
around it with a small dot called the fill handle in the 
bottom right corner. 

Cell Reference  
The unique ‘address’ of a cell on a spreadsheet, 
made up of the Column letter and Row number, e.g. 
A1. 

Column 
A group of cells 1 cell wide going from the top to the 
bottom of a worksheet. In Excel these are the letters 
going across the top of the page. 

Legend A table that explains which data is represented by 
different colours on a chart. 

Formula 
Used in a spreadsheet cell, this starts with an ‘=‘ and 
combines numbers, mathematical operators and  
functions to manipulate data. 

Function  

These are built in to spreadsheets and perform 
standard tasks, like finding the average, highest and 
lowest of a set of numbers. They always look like 
=FunctionName(Details the function needs). Tooltips 
will appear as you type them to tell you what details 
that function needs. 

Fill 
Copies the contents of a cell or range of cells into 
others by dragging the fill handle in the bottom right of 
the active cell or range. 

Conditional 
Formatting 

Changes what a cell looks like based on rules about 
the data a cell contains. 
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Key Terms 

Where are 
Computer Models 
used? 

Computer models are used in schools to predict 
student performance in exams, they are used to 
predict the weather, to predict how financial markets 
are going to change, to see whether car components 
will fit together before they are made and to see if a 
business is making enough money to stay open. 

How are 
spreadsheets 
used in computer 
models? 

Spreadsheets are very good at processing data and 
then presenting it in graphical form. Presenting data 
in the form of a chart makes it much easier to 
understand, which makes it more persuasive than a 
table of numbers. 

Number  Tell the spreadsheet what type of data the cell 
contains, e.g. currency, percentage, date, time, etc. 

Alignment  Align the text in the cell vertically (top, bottom or 
middle), horizontally (left or right) or at an angle. 

Font  Change the font used, text size and colour. 

Border  Add a solid, dotted, dashed or coloured border to the 
cell. 

Adjusting column 
width and row 

height 

To adjust a column’s width or a row’s height, move 
your mouse cursor between two columns or rows. 
Click and drag to resize. To automatically resize a 
row to fit the data entered in a cell, double-click 
between the current row and the row after it. 

Charts and graphs provide a visual representation of data, which can often be easier to 
understand. 
 
There are several types of charts and present data - you must always consider which would 
be a suitable chart or graph for your model.  

LINE GRAPH – to show a change over time. 
PIE CHART – show the individual parts that make up a whole. 
BAR CHART – compare things that aren’t directly related. 
SCATTER GRAPH – look for a pattern or link between two sets of data. 

Example  Question  
 
1. Begin by calculating Min , 
Max, Average for the price 
of the products sold. 
 
2. Use a function to 
calculate the total stock. 
 
3. Add an IF function to 
monitor stock levels. If stock 
falls below 20 then   
'Re-Order' or’No Action'. 
 
4. Add conditional formatting 
on the Re-Order cells. 

Advance Functions 

IF Change the value of a cell if something is true, e.g. if a customer’s total 
bill is over £100, deduct 10% from their bill. 

COUNTIF Adds up cells that meet a certain rule, e.g. count the number of students 
that achieved level 6. 

VLOOKUP  Matches contents of a cell with an answer, e.g. how much is a pepperoni 
pizza? 

= sum ( ) Adds a range of cells together. 

= average ( ) Finds the average for a range of cells. 

= min ( ) Returns the  smallest value in the range. 

= max ( ) Returns the  highest  value in the range. 

= count ( ) Counts how many cells meet a condition, e.g. count(A:A, “April”) would 
return the number of times the word April (with a capital letter), occurs in 

Key Facts/Methods/Processes/Questions 

Cell Formatting 

Modelling Data 

Common Functions 

Charts and Graphs 
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A Cash Flow Forecast is to show how much cash a business receives into the bank account for a period of 12 months. The cash from Sales and from the Loans that the business has borrowed from the 
bank make up the cash inflows.  

It also shows the cash outflows, so anything that business has to pay for example bills it has to pay those each month and we can total them for each month to calculate the total cash outflows. 

The cash flow forecast also shows the opening balance in the bank account at the start of each month. We then work out the net cash flow so the inflows minus the outflows each month and we then can 
work out the closing balance by adding those two items together.  

This document enables the business to see if they are achieving a surplus of cash or a deficit of cash so it helps them when they are planning their bank account and their spending. 

Year 9  Term 5 

Modelling Data Example  - Cash Flow Forecast 



A FORMULA is an 
expression which 
calculates the value of a 
cell.  

In this example the Cash 
Inflows Total for April, 
would be to add the  value 
of Sales, Loans and any 
savings for the month.  

Excel would calculate this 
using the formula 
=B3+B4+B5 

A FUNCTION is a 
predefined formula that 
performs calculations using 
specific values in a 
particular order. The SUM 
function adds values. You 
can add individual values, 
cell references or ranges or 
a mix of all three.   

Excel includes many 
common functions that can 
be used to quickly find the 
sum, average, count, 
maximum value, and 
minimum value for a range 
of cells.  

CONDITIONAL FORMATTING is a feature in many spreadsheet applications that allows you to apply specific formatting to cells that meet certain criteria. It is most often used as 
colour-based formatting to highlight, emphasize, or differentiate among data and information stored in a spreadsheet. 
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Modelling Data Example in Formula View - Cash Flow Forecast 


